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Key UoE risks

Key corporate risks registered by the University of Exeter across the past two
reports are set out below. Red font denotes emerging risks.

| November 2019 February 2020

1

Information Security and Information
Governance

Financial Sustainability
Reputational management

Impact of rate of expansion on
infrastructure/teaching capabilities and
resources

Impact of industrial action on staff wellbeing
and on delivering student expectations

Impact of Brexit on taught admissions

Political uncertainty

Information Security and Information Governance

Financial Sustainability
Climate Emergency
Impact of rate of expansion on

infrastructure/teaching capabilities and resources

Impact of industrial action on staff wellbeing and on
delivering student expectations

Impact of Brexit on taught admissions

Political uncertainty
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Key risks updated fro the current submissions, not yet submitted to VCEG

Emerging risks around:

Geo Political Issues
Coronavirus (business continuity activity compounded by strike action). Impact on global activity and potential impact on Chinese market for 2020/21 intake


S
Key current College/Service risks

Key College/Service risks registered by the University of Exeter for the current
report are set out below, and are broadly aligned to the corporate risks.

Financial Sustainability (key issues around reporting visibility)
Space/Infrastructure

Staff Recruitment/Retention and Experience

Student Experience (Industrial action and space issues)

Student Recruitment
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IT Systems Support
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Financial Sust – roll through lower than target recrtmnt /dep on Chinese market/rising costs salaries & pensions
Space – Increasing ressure, all colleges now register, plus ESS re demand for study seats in Forum
Staff Rec – regional shortage of specialised skills requires more competitive (expensive) offers
Student Exp – particularly linked to industrial action
Student Rec – particularly international – also impacted by coronavirus
IT Systems Support – ELE/Bart etc


Risk report feedback

* Positive feedback that there is good visibility of key
risks, and improved consistency between corporate
and college / service registers

« Keen to see more evidence that risks are being
managed — target dates
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Noted that there was improved consistency for thematic risks 
Information within the registers to provide more evidence that controls are checked and verified, and what is done if monitoring identifies that the risk is increasing (where appropriate)
Target dates are not always aligned, and some are in the past, appearing to evidence that actions are not being taken
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Risks Versus Issues

An event that may occur An event that has occurred or
will definitely occur

Has a material impact on Has a material impact on

objectives objectives

Potential could be mitigated Prevention is not possible due

to prevent the risk from to the level of certainty that

becoming an issue the event will occur/has
occurred

See published guidance document: Risks Versus Issues
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Handout describing the differences

http://www.exeter.ac.uk/media/level1/academicserviceswebsite/governanceandcomplianceoffice/risk/riskownerandfacilitator/Risks_Versus_issues.pdf

Risk identification — risk register
refresh

A risk register should:

1.
2.
3.
4.
5.

|dentify the risks to achieving strategic goals

Assess the likelihood and impact of those risks

Apply controls to manage down the likelihood and/or impact
Monitor /analyse the effectiveness of controls

Provide assurance via all of the above that risk is managed

-

WHAT COULD POSSIBLY

| Assessment

I

(ONTROL!
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Hand on heart – does your risk register do this?


Risk identification

Homework — key strategic aims for your area?

Strategic aims of the University:

Building research power to tackle global challenges

Delivering an internationally excellent education

Creating an impact regionally, nationally and globally

Making the most of our resources

What's YyOUr biggest risk?
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Group exercise –to identify 3 key risks in your area

Without reference to your risk register. Feel free to discuss as you go – mixture of experiences with risk registers. 

Consider and note the biggest risk in your area that could impact one of the your area’s or the University strategic aims – up to three per person

Forget that your risk register exists (for now)


Risk Articulation

Consider an “If/Then” statement: If the cause is realised and the potential
event occurs, the consequence would be...

Example -

Risk Statement

Data breach or incident due to lack of good governance or human error resulting
in fines of up to €20m, significant reputational damage and financial impacts as
well as damage and/or distress to individuals.

A well stated risk sets itself up for an actionable response plan to mitigate.
See the published Risk Articulation Guidance.
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The improved statement adds clarity to the risk, enabling a better response to manage it.

In this example, mitigating actions can be placed against:

Governance – ensuring that staff complete mandatory training, that the GDPR action plan is completed, that there is a defined process for reporting breaches, evidence that this is used effectively
Human error – mandatory training, process, awareness raising, that PDRs include targets on compliance, and that this is monitored and discussed. Is GDPR discussed at team meetings? Are lessons learnt from near misses/breaches, with actions taken forward? Evidence that processes are followed, or action taken if they are not.

Going back to risks Vs issues – this is a risk that may occur. The mitigations are put in place to prevent the risk from becoming an issue (i.e. limit the potential for a breach to occur, or if one does occur, to ensure that it is reported internally to limit regulatory action, reputational damage, or personal distress)

http://www.exeter.ac.uk/media/level1/academicserviceswebsite/governanceandcomplianceoffice/risk/riskownerandfacilitator/Risk_Articulation_Guidance.pdf

Risk Articulation

Risk Statement

Data breach or incident due to lack of good governance or human error resulting
in fines of up to €20m, significant reputational damage and financial impacts as
well as damage and/or distress to individuals.

Activity:
Select one risk that you identified in the previous activity, and articulate it
using the above approach. Remember:

e Potential event
e (Cause
* Impact
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Work as a group
Feel free to ask questions
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Risk Articulation

Activity:
For the new risk that you have identified, identify where controls can be
applied:

Can mitigations be put in place to:
e prevent the risk from becoming an issue (i.e. limit the potential for a
breach to occur)

* Manage the impact if it does occur to limit regulatory action, reputational
damage, or other harmful impact

e Consider how you would evidence that a control is effective — how would
you know if it was working to reduce the risk?
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Work as a group
Feel free to ask questions



Risk reporting cycle 2019/20

Dates for risk registers submission to the Risk and Compliance Officer: t.tuffin@Exeter.ac.uk

Submission PSLT Risk DA VCEG Review | Council Audit Audit Committee detail
date discussion review review Committee

07/11/2019  26/11/2019 25/11/2019 02/12/2019 12/12/2019 31/10/2019  Risk engagement
23/01/2020 11/02/2020 10/02/2020  17/02/2020 N/A 10/03/2020  Deep dive risk review
06/06/2020  23/06/2020 24/06/2020  29/06/2020  09/07/2020 04/06/2020 Risk engagement

Risk Management and Reporting Process:

VCEG/Council
receive report as
Responsible and

Accountable
parties

Risk register CGR collates and
contact submits delivers
register to CGR by University risk
submission date report

Score & managing
actions updated
by owners

VCEG: Delegated responsibility for end to end risk management

Audit Committee: Assurance/fidentification of areas to audit



mailto:t.tuffin@Exeter.ac.uk

)
Risk awareness session

Risk awareness session developed to provide an overview of risk management,
available to all staff.

e What is risk management?

e Risks versus issues

* What are risks and controls?
e Nutshell risk management

e Who “owns” risk?

* Who identifies risk?
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Designed to provide an overview so that operational staff can identify and flag risks that they encounter, for consideration to the college and service registers.

Walks through a simple example of identifying and managing risk, using an everyday non-work related process.


Please consider how you would like this delivered in your areas – can be at team meetings? 


Resources

The University risk management webpages host resources available to
those involved in the risk management process. There are 3 levels of
information available as follows:

N e

Managing and Reporting Open Access e Overview of risk management roles
Risk * Link to the risk management reporting cycle
e Link to the Dual Assurance page

Risk Owner and Facilitator Documents e Link to the current year register submission dates
Resources protected by e Link to the risk management guidance document
Single Sign On e Link to the risk scoring matrix

e Link to a template risk register

e Link to a FAQ document

e Link to a list of risk title examples

e Link to a document listing all risk register contacts

e Links to risk workshop presentations and handouts
VCEG and Council Access to page ¢ Linkto full versions of current year risk reports

Resources restricted to e Links to individual risk registers for colleges and services
Council, VCEG *note — the individual registers are correct as at the date of the
and Risk DA latest published risk report. This is clearly stated.



http://www.exeter.ac.uk/cgr/insuranceauditandrisk/managing-reporting-risk/
http://www.exeter.ac.uk/cgr/insuranceauditandrisk/managing-reporting-risk/riskownerandriskfacilitatorresources/
http://www.exeter.ac.uk/cgr/insuranceauditandrisk/managing-reporting-risk/vcegandcouncilresources/

Questions

To consider:

« Topics that you would like covered at the next session?
« Are there any actions to agree and take forward?




	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Risks Versus Issues
	Risk identification – risk register refresh
	Risk identification
	Risk Articulation
	Risk Articulation
	Risk Articulation
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15

