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Key sector risks

Key HE risks identified by sector partners PwC and
KPMG are:

 Government policy/political landscape

e Student recruitment

* Reputation

* |Information/cyber security

* Financial sustainability (including pensions)



Presenter
Presentation Notes
These have been mapped against the University risk registers, and are threaded throughout.
Key risks (as identified by the risk management model) are shown on the next slide

Gvt Pol / pol landscape – policy changes, OfS development, post-18 education review, national pay award review, Brexit – research funding, recruit/retain EU staff and students, partnership with EU organisations
Student recruitment – student numbers, financial, reputational and student experience damage of under recruiting
Reputation management – escalating media attention on sector, social media exacerbating, establishment of OfS, post-18 review, pension regs, student behaviour
Info/cyber sec – focus due to GDPR – reliance on evidenced compliance for some key research areas
Financial ustainability (inc pensions) – costs associated with the pension review have been very high profile and are a risk across the sector


.

Key UoE risks, report 3 2017/18

Delivering student expectations — Learning and Teaching impacted
2_ by strike action and ongoing associated risks

“ T from 20

T from 20

Managed  Reputational Management — Continued negative press surrounding
Risk specific issues causes reputational damage or reduction in
applicants

Information Security — cyber defence breach causing loss of
capability, data corruption, denial of service, leading to financial or 15
1-Highly reputational losses

Risk Averse |nformation Governance - Data breach / incident due to lack of
good governance / human error resulting in fines of up to

€20m, significant reputational damage / financial impacts / damage 15
and/or distress to individuals.
Political Uncertainty — financial sustainability within a changing 25
3- framework / change in government policy
Unknown /
External Pensions Costs — further industrial action, or rise in cost to the 20

University with regard to the pension scheme
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Key Corporate risks. Aligns to the sector risks. Full risk report sent to attendees, which includes college and service key risks, aligned with the above.

Student expectations – impacted by industrial action, may be compounded by further strikes – IAMG set up
Reputation Management – CaMS Press and Public Affairs team – pushing positive/managing negative – 24 hr monitoring of news and social media
Info Sec & Info Gov – Phase 2 GDPR to verify implementation of high risk activity, and mop up lower risk
Political uncertainty – strategic futures group (Provost & Registrar) overseeing strategic initiative development and income diversification across the University
Pensions – Overarching management of University finances developed and managed to account for the expected impact


Risk report feedback

 Comfort that the key risks have been identified

« Comfort that we are aligned to the sector view

* Request that articulation of risks is revisited

« Assurance required that risks are being managed

e Assurance required that controls are effective
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Progress has been made with risk management
Concern that risks are only reviewed at the reporting point of the cycle
Potential that those reviewing are updating the text, and not necessarily considering the effectiveness of controls

Much work completed to improve risk articulation HOWEVER – remain some risks stated as the activity or regulation itself, rather than what could happen to impact achievement of strategic aim/legal compliance

Controls listed – not clear whether they are effective – e.g. having a policy and procedure – are they followed? Does reporting pick out actions omitted, or taken against policy?


Risks and Controls

 Arisk is a potential event that could prevent the
College/Service/University from achieving its strategic
objectives.

« Controls relate to the protections in place/activity

underway to help to prevent or minimise identified
risks.
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Back to basics…
Strategic objectives – what are we aiming to do?
Risk – what could happen to prevent us from doing what we aim to do? Risk articulation
Policy – sets the rules 
Culture – people and behaviour can increase or decrease both the potential likelihood and impact of a risk
Systems – can increase or decrease both the potential likelihood and impact of a risk
Authorisation processes – ‘’ ‘’ 
Access restriction can limit the number of people who could increase or decrease ‘’ “
Monitoring of activity, systems and processes can identify gaps and breaches – and tell us whether controls are effective – are follow up actions taken if reporting shows “breach”


Risk and control articulation

* Link risks to strategic objectives and articulate clearly

* Monitor to identify gaps/breaches

« Unguestionable controls — unable or very difficult to
circumvent
* Monitoring of controls to evidence effectiveness
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Link to strategic objectives – risk audience then have a clear understanding of where any impact lies. Risk narrative guide from the last session helps to guide through articulating a risk.
Controls – are your controls:
Directive – setting rules and telling people what to do?
Preventive – actually blocking undesirable outcomes from occurring?
Detective – identifying where undesirable outcomes have occurred?
Corrective – putting right an undesirable outcome once it has occurred?
Monitoring of these controls and any actions taken as a result is an additional control!

Risks classed as high amber/red – if there are no unquestionable controls in place, a documented control plan should be developed, owned, implemented, with target dates set (and monitored!). 
Handout 1 – risk articulation
Handout 2 – risks and controls

http://www.exeter.ac.uk/media/universityofexeter/securestaff/riskandcompliance/Risk_narrative_guide.pdf

S
Activity — Bring your own risk

Consider:

Type of risk: Preventable / Strategic / non-preventable
Type of control (and how strong it is):

Directive
Preventive
Detective
Corrective

ACCESS }

T
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In pairs, work through the risks that you have brought, assessing the type and strength of controls that are detailed. Is it evident that the controls are working?

Refer to the handout – feel free to ask questions if you need to.


Activity — Bring your own risk

Round up:

e Relationship between risk and control types
« Strength of controls
o Effectiveness of controls
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Is it easy to make the link between risk type and control type?
Can we evidence that we have strong controls against our key risks?
Do we know whether the controls are “working”?

Discussion…


Activity
Risk reporting cycle for 2018/19

Risk Review Requirements Risk Dual Formal Report Audience

Submission Assurance
Review

MONTHLY Red and High Amber risks N/A As notified PSLT, reported on to VCEG

09/11/2018 All corporate, college and 27/11/2018 03/12/2018 VCEG, reported to Council 10/12/2018
service risks

08/02/2019  All corporate, college and 25/02/2019 11/03/2019 VCEG (reported to Audit Committee
service risks 01/03/2019)

31/05/2019 All corporate, college and 20/06/2019 01/07/2019 VCEG, reported to Council 11/07/2019
service risks

Risk management and reporting process

Assurance . . . VCEG/Council
Risk sought by Risk Register Risk Dual

CGR collates receive report
. contact . Assurance .
reviewed College Exec . and delivers . as responsible
submits . . reviews
and updated Group / : University : and
register to : reporting
by owners Dual risk report accountable
CGR output .
Assurance parties

VCEG has delegated responsibility for end to end risk management
Audit Committee seeks assurance and identifies areas to audit

?-'_—.."r""‘ -
S
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Handout – red risks


Resources

The University risk management webpages host resources available to
those involved in the risk management process. There are 3 levels of
information available as follows:

N e

Managing and Reporting Open Access e Overview of risk management roles
Risk * Link to the risk management reporting cycle
e Link to the Dual Assurance page

Risk Owner and Facilitator Documents e Link to the current year register submission dates
Resources protected by e Link to the risk management guidance document
Single Sign On e Link to the risk scoring matrix

e Link to a template risk register

e Link to a FAQ document

e Link to a list of risk title examples

e Link to a document listing all risk register contacts

e Links to risk workshop presentations and handouts
VCEG and Council Accessto page ¢ Linkto full versions of current year risk reports

Resources restricted to e Links to individual risk registers for colleges and services
Council, VCEG *note — the individual registers are correct as at the date of the
and Risk DA latest published risk report. This is clearly stated.



http://www.exeter.ac.uk/cgr/insuranceauditandrisk/managing-reporting-risk/
http://www.exeter.ac.uk/cgr/insuranceauditandrisk/managing-reporting-risk/riskownerandriskfacilitatorresources/
http://www.exeter.ac.uk/cgr/insuranceauditandrisk/managing-reporting-risk/vcegandcouncilresources/

Questions

« Anything that you would like to discuss now with the group?
« Burning questions based on today’s session?

« Topics that you would like covered at the next session?

« Are there any actions to agree and take forward?
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